
 

Website Security Audit Checklist 

Sr No. Security Area Priority Status 
Findings / Action 

Required 

1 HTTPS Critical ☐ __________________ 

2 SSL/TLS Certificate Critical ☐ __________________ 

3 HTTP → HTTPS Redirect High ☐ __________________ 

4 Google Safe Browsing High ☐ __________________ 

5 Malware Scan Critical ☐ __________________ 

6 Virus/Reputation Scan High ☐ __________________ 

7 Domain Blacklists High ☐ __________________ 

8 Security Headers High ☐ __________________ 

9 
Content Security Policy 
(CSP) High ☐ __________________ 

10 HSTS High ☐ __________________ 

11 Clickjacking Protection Medium ☐ __________________ 

12 MIME Protection Medium ☐ __________________ 

13 Referrer Policy Medium ☐ __________________ 

14 Permissions Policy Medium ☐ __________________ 

15 CMS Updates Critical ☐ __________________ 

16 Plugin Security Critical ☐ __________________ 

17 Theme Security High ☐ __________________ 

18 Unused Software Medium ☐ __________________ 

19 Admin Security Critical ☐ __________________ 

20 MFA / 2FA Critical ☐ __________________ 

21 Password Security Critical ☐ __________________ 

22 Login Rate Limiting High ☐ __________________ 

23 File Permissions High ☐ __________________ 

24 .env Exposure Critical ☐ __________________ 

25 .git Exposure Critical ☐ __________________ 

26 Configuration Files Critical ☐ __________________ 

27 Backup File Exposure Critical ☐ __________________ 



28 Directory Listing Medium ☐ __________________ 

29 Database Security Critical ☐ __________________ 

30 API Security Critical ☐ __________________ 

31 CORS High ☐ __________________ 

32 Cookie Security High ☐ __________________ 

33 
Web Application Firewall 
(WAF) High ☐ __________________ 

34 DDoS Protection High ☐ __________________ 

35 DNSSEC Medium ☐ __________________ 

36 Subdomain Security High ☐ __________________ 

37 Subdomain Takeover High ☐ __________________ 

38 SPF High ☐ __________________ 

39 DKIM High ☐ __________________ 

40 DMARC High ☐ __________________ 

41 Backups Critical ☐ __________________ 

42 Restore Testing Critical ☐ __________________ 

43 Security Logging High ☐ __________________ 

44 Security Monitoring High ☐ __________________ 

45 Vulnerability Scanning High ☐ __________________ 

46 Server Runtime Critical ☐ __________________ 

47 Version Disclosure Low ☐ __________________ 

48 Staging Sites High ☐ __________________ 

49 Third-Party Scripts High ☐ __________________ 

50 Incident Response High ☐ __________________ 

 

Audit Summary 
Audit Result Total 

✓ Passed ____ / 50 

! Needs Attention ____ 

✕ Critical ____ 

? Not Tested ____ 



N/A ____ 

 

Overall Assessment 

☐ Good — No major issues identified​
☐ Needs Improvement — Some security controls require attention​
☐ High Risk — One or more serious issues identified​
☐ Incomplete — Important checks have not yet been performed 

Top Issues to Fix 

1. _________________________________________________ 

2. _________________________________________________ 

3. _________________________________________________ 

4. _________________________________________________ 

5. _________________________________________________ 

Notes 

 

Next Security Review: _______________________________ 
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